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A B S T R A C T

Digital technologies and platforms have started a data explosion, and big data analytics is moving beyond social 
media in retail media online and offline, integrating the seamless interaction between business and customers in 
omnichannel. These data allow better insights but also require a more holistic analysis to refine customer 
experience and corporate strategies.

While the business opportunities are exciting, we see three key challenges: organizational (silos), operational 
(in uncovering customer insights) and societal (respecting privacy). To this end, we propose the three solutions of 
(1) democratizing digital transformation, (2) clean rooms to collaborate with competing walled gardens, and (3) 
customer choice in privacy by design. Doing so, managers can improve insights actionability within robust 
frameworks of within-business leadership, cross-business data trade and customer privacy. Meanwhile, we offer 
business academics and analysts specific research questions to solve intriguing and impactful puzzles. Thus, the 
future of big data analytics looks bright.

1. Introduction

IBM defines big data analytics as “the systematic processing and 
analysis of large amounts of data and complex data sets, known as big 
data, to extract valuable insights” (Mucci and Stryker 2024). Referring 
to the Volume, Velocity, Variety, Veracity and Value (5 V’s) of big data, 
Wamba et al. (2017) define big data analytics as “a holistic approach to 
managing, processing and analyzing the 5 V data-related dimensions to 
create actionable ideas for delivering sustained value, measuring per
formance and establishing competitive advantages. In their systematic 
review of big data in business research, Zhang et al. (2021) show a boost 
in ’big data analytics’ and ’decision making’, and a decline in ’social 
media’ and ’knowledge’ (e.g. Colicev et al. 2018). We observe the same 
in our academic and business engagements. In this paper, we reflect on 
recent developments moving big data out of the social media and 
knowledge boxes to improve decisions with holistic insights across our 
omnichannel business environment.

Working backwards from the customer, Verhoef et al. (2015) define 
omnichannel as the “synergetic management of the numerous available 
channels and customer touch points, in such a way that the customer 
experience across channels and the performance over channels is opti
mized.” Thus, the big data promise is realized when business can 

interact seamlessly with their customers across a multitude of channels 
with relevant and timely communications to provide a single unified 
experience across channels. Omnichannel business emphasizes a unified 
customer experience rather than just facilitating transactional/rela
tional exchanges as the central function of customer-facing channels 
(Hoyne 2022). Likewise, managers and retailers leverage omnichannel 
to gain a better understanding of the nuances of marketing effectiveness, 
from cross-channel synergy to supersaturation. For one, digital bill
boards allow brands to reschedule ad timing to avoid over-exposing 
consumers who have already seen the ads in previous days on their 
commute. For another, retail media promises to deliver not just the right 
message to the right customer, but also at the time this customer is 
actively looking for options in a category.

Despite these opportunities, most businesses have been slow to 
harvest the omnichannel potential for big data analytics. The first 
obstacle remains organizational silos of data and decision-making 
power. At a recent conference, the first author met a consultant 
colleague from a quarter century ago, who asked whether the data part 
was still over 80 % of any business analytics project. The answer was 
’yes’ in both practice and academia. Likewise, ’TV creatives’, ’data 
scientists’, ’social media gurus’, ’business leaders’, and ’digital mar
keters’ hardly talk to each other- let alone produce comparable metrics 
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for customer communication budget and allocation decisions. The sec
ond obstacle is the insistence of some managers and analysts to track 
(prospective) customers at the individual level online, implicitly 
ignoring their actions and marketing exposure offline. While such 
’personalization’ and multi-touch attribution (MTA) held promise, the 
practice is a pallid picture − and both regulators and tech companies 
make it harder to follow customers around the web. Third, and relatedly, 
awareness has been limited as to how aggregate-level attribution has 
advanced beyond the classic marketing-mix models (MMM). While 
keeping the traditional advantages of data coverage (both personalized 
and mass media) and dynamic synergy (upper funnel ad exposure today 
increases bottom funnel ad effects tomorrow), modern MMM is much 
faster to yield actionable insights even while the campaign is ongoing.

In this paper, we aim to detail these challenges, and dig deeper into 
proposed solutions. Our experience is both academic and practical, 
having worked in retail media ads for 5 years. Moreover, both consul
tancy projects and conversations with managers resulted in books on 
data analytics and democratizing digital transformation, breaking down 
organizational silos in ’Break the Wall: Why and How to Democratize 
Digital in Your Business’ (Aksehirli et al., 2022). Of course, this expe
rience is not universal, so we hope this article sparks ideas and the 
sharing of both challenges and solutions. After specifying several of such 
promising research questions, we reflect on the bright future of big data 
analytics.

2. Challenges

2.1. Organizational Challenges: Siloed data and decisions

Written a dozen years ago at the start of the Big Data hype, the first 
author’s premiere book was entitled ’It’s not the Size of the Data, It’s 
How You Use It’ (Pauwels, 2014) because many businesses did not even 
make good use of the small data they had. Unfortunately, with the 
advent of omnichannel business, these challenges have only intensified. 
Businesses are now inundated with an increased number of customer 
data touchpoints, each providing valuable insights yet complicating the 
process of data integration and use for decision making. Moreover, many 
of these touchpoints occur in a ‘walled garden’, i.e. “a closed platform or 
ecosystem wherein the provider of the platform has total control over 
the content, applications, and/or media and restricts access as it sees fit” 
(Munro 2024). Facebook, Instagram, Amazon, Apple and Google’s Play 
Store are key examples. The proliferation of such walled gardens, where 
customer data is siloed within specific platforms, further exacerbates the 
difficulty in tracking customers across diverse channels and touchpoints. 
Indeed, omnichannel brings a plethora of new data challenges (Cui et al. 
2021): 

1) Increased number of customer data touchpoints;
2) Difficulties in tracking customers across channels and touchpoints of 

walled gardens; and
3) Increased consumer concerns about tracking and privacy.

In traditional offline channels, information about customer needs 
was mainly obtained by conducting surveys and from retailers observing 
customers’ final purchase decisions. Such information was shared up
wards along the channel. Information about product fulfillment was 
transferred downwards mainly via inventory delivery along the channel. 
As firms increase their channel footprint, they have greatly expanded the 
flow of customer-related information. However, these behavioral met
rics, such as clicks and visits, move faster than sales and don’t answer the 
WHY of customer actions. Clicks may be by bots or in error, while 
website visitors may be current customers looking for fire busting 
without being interested to buy. Pauwels and van Ewijk (2020) show 
how surveys still fill this gap, and demonstrate that survey-based atti
tudes are superior in predicting brand sales several months out.

If only the big data V’s would directly translate into more actionable 

business insights! Unfortunately, they don’t (Seggie et al. 2017, Soyer 
et al. 2019), because: 

(1) Higher volume means more opportunity for cherry-picking with 
confirmation bias;

(2) Higher variety means more challenges in comparability and 
communication of insights;

(3) Higher velocity means more chasing of fast-moving but unim
portant vanity metrics;

(4) Higher veracity means more blind confidence in the results, even 
when meaningless;

As remedies, the authors propose to start from the decision for which 
the data is collected and analyzed. What is your business goal and what 
are your available options to reach it? How exactly would more data 
help you make a better decision? Which variety of data helps you 
explain your decision to different stakeholders? When are insights 
needed for decisions, and how does that translate into correct time in
tervals (not everything has to be ’in real time’)? How will results from 
one analysis be validated by other data and insights? The latter question 
is crucial when it comes to next challenge, attribution of business out
comes to our actions.

2.2. Operational challenges: Attribution in a world of walled gardens

Attribution is key in both marketing science and business practice, 
where it is used both to justify spending and to improve its effectiveness. 
Traditional attribution models, developed before the advent of the 
Internet, typically adopt a strategic, macro-level perspective. These 
models aim to estimate marketing-sales elasticities and optimize the 
allocation and sizing of marketing budgets. As discussed in “Demon
strating the Value of Marketing” (Hanssens and Pauwels, 2016), this 
research stream often uses marketing mix models (MMM), which are 
increasingly validated through field Experiments, in an iterative fashion 
(Model-Experiment-Model-Experiment; MEME). Beyond assessing the 
short-term isolated effects of individual marketing actions, the literature 
has also explored methods to measure synergy (e.g., Naik and Raman, 
2003) and long-term impacts (e.g., Dekimpe and Hanssens, 1999). In
termediate metrics, such as attitudinal (survey-based) and behavioral 
(online) data, have proven valuable in enhancing predictive accuracy 
and diagnostic power (Srinivasan et al., 2010; Hanssens et al., 2014).

Online cookies gave attribution prominence to multi-touch attribu
tion (MTA) with the benefits of unobtrusive, individual-level tracking of 
customer online interactions. The past decade has seen a surge in aca
demic research on this topic, revealing the limitations of simplistic last- 
click and first-click attribution models (e.g., de Haan et al., 2016). On
line behavior research has also mapped and visualized various consumer 
journeys in the digital space (Ghose and Todri, 2016) and developed 
more efficient techniques for analyzing and storing big data (Bradlow 
et al., 2017). However, MTA faces challenges when companies also use 
traditional marketing channels such as TV advertising, radio, print, and 
billboards, as seen with Amazon and Kayak.com (Pauwels et al, 2016).

Unfortunately, moving outside of the organization reveals more data 
silos. Indeed, the primary challenge of successful omnichannel market
ing lies in the ability to track customers across diverse touchpoints—both 
digital and non-digital, and those owned by the company and external entities 
(Cui et al. 2021). For instance, a promising source of big data is retail 
media, which involves retailers helping advertisers reach shopper au
diences through a variety of options, from bottom-funnel (eg Sponsored 
Products) to mid-funnel (eg Sponsored Brands) and upper funnel (e.g. 
connected TV) online to offline (e.g. personalized ads and coupons in- 
store). However, retail media data is available in walled gardens, 
which compete for the same business dollars, and therefore guard ’their’ 
data and the secret sauce of their analytics and metrics. Business leaders 
such as P&G’s Chief Brand Officer Marc Pritchard, has consistently 
lamented the lack of transparency and external validation over the last 7 
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years (Sluis 2017, Neff 2024). Beyond ecommerce, retail media now also 
comes to brick-and-mortar stores, requiring business analytics and 
attribution to integrate offline with online touchpoints.

2.3. Societal challenges: Customer privacy

Last but certainly not least, renewed consumer concerns about 
tracking and privacy may trump the promised benefits of personaliza
tion and convenience (Acquisti et al. 2020) Current evidence is lacking 
beyond self-reported privacy importance (stated preferences), which are 
not reflected in revealed preferences of low privacy price in consumer 
market choices (Johnson et al 2020,Lin, 20201). As a result, we need 
better and quantifiable evidence on how consumers trade off privacy 
with price and convenience (Bleier et al 2020). Current papers only 
address the former, showing the willingness-to-pay for privacy is context 
dependent (Eggers et al 2023, Tomaino et al 2023).

Big data analytics require business to accurately collect and analyze 
data across various technology and channel touchpoints. Nowadays, 
businesses use two primary methods to track consumers across devices 
and media within their control: deterministic tracking and probabilistic 
tracking. Deterministic tracking involves using persistent login identi
fiers, such as email addresses, to accurately identify consumers across 
different platforms. For example, a Washington Post subscriber who logs 
into both the website and the app with the same email address can be 
consistently identified, enabling precise tracking of their interactions 
and preferences. Deterministic tracking provides high accuracy and thus 
give users a seamless and personalized experience, but only when they 
log in.

Conversely, probabilistic tracking helps when persistent identifiers 
are unavailable. This approach uses statistical methods to estimate the 
likelihood that various data points correspond to the same user. Ele
ments such as IP addresses, device types, browser configurations, and 
usage patterns are analyzed to make informed assumptions about user 
identity. Although probabilistic tracking is less precise than determin
istic tracking, it is essential in scenarios where login data is not consis
tently available. By applying machine learning models, companies can 
improve the accuracy of probabilistic tracking, using training data from 
deterministic tracking to enhance their predictions. Despite the inherent 
challenges and risk of misclassification, probabilistic tracking remains a 
vital tool for understanding consumer behavior across multiple 
touchpoints.

Key privacy questions for businesses include (Cui et al. 2021): 

Are customers willing to have their data across devices and touch
points collected, synced and used for marketing by the firm itself?
Are customers willing to have their data shared with other firms that 
control touchpoints along their consumer decision journey?
Are governments willing to allow firms to share, sync and collect 
data in this way?

3. Solutions

3.1. Solution 1: Democratizing digital transformation to overcome inside 
silos

While digital transformation has touched organizations for several 
decades, the current challenge is to democratize digital in your business, 
ensuring that both employees and customers are empowered to leverage 
digital tools and insights. In our book about the topic, we observe that 
the digital revolution has sharpened silos, with the data science analysts 
and the decision makers often residing in different buildings or floors 

and speaking different languages.
To address these issues, we propose a model that treats the organi

zation as a collective of integrated parts of a complex system. In every 
organization, change is a constant phenomenon, occurring at various 
levels and at different speeds. This dynamic can be likened to a bio
logical model, encompassing stages of birth, growth, maturation, death, 
and renewal. We adopt a Nesting Adaptive Change Model (Fig. 1), which 
can be applied to organizational change realities to aid with developing 
organizational resilience (Aksehirli et al., 2023).

As to time, we differentiate 4 phases: 

Initiation of Change: This is the starting point where the need for 
change is recognized. Often, the impetus for change comes from the 
smallest and most agile parts of the organization. These units, being 
closer to external influences, can detect emerging needs and trends 
earlier.
Implementation of Change: Once change is initiated, the organiza
tion must implement it effectively. This involves allocating re
sources, modifying processes, and ensuring that all members of the 
organization are aligned with the new direction.
Building Resilience: As changes are implemented, it is crucial for the 
organization to develop resilience. This means creating systems and 
processes that can absorb and adapt to new changes without signif
icant disruption.
Reconsideration and Renewal: After the initial changes have been 
embedded, there should be a continuous cycle of feedback and 
reassessment. The organization needs to review the impact of 
changes, learn from any challenges, and be ready to initiate further 
changes if necessary.

As the interconnected units of the organization adapt and develop 
resilience, several expected outcomes emerge. Adaptive changes often 
begin at the smallest units of the system and then propagate upwards 
and outwards from this point of impact. Consumer or industry touch 
points are often such units (e.g. sales, marketing, and service de
partments often notice consumer trends; research teams become aware 

Fig. 1. Nesting Adaptive Change Model.

1 "Though consumers express strong privacy concerns in surveys, we find that 
only 0.23% of American ad impressions arise from users who opted out of 
online behavioral advertising.".
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of product trends; systems analysts spot and adopt technology trends). 
The segments of the organization interacting with the external envi
ronment are usually the first to perceive the need for change, attempt to 
address it, and as these needs expand, these smaller segments can 
instigate broader changes and growth cycles in adjacent or higher 
organizational levels. This cascading effect ensures that the organization 
builds both value and resilience. When lower levels successfully harness 
the value of these changes, the strategic perspective from higher levels 
provides a feedback loop, enabling continuous regrouping, reconsider
ation, and renewal of how the lower levels operate.

Big data analytics is the current wave that is making its way across 
the organizational levels. To make the complex system of interactions 
work smoothly, businesses must foster a culture of inclusivity and 
integration, where analytics literacy is not confined to specific de
partments but is a shared competency across the organization. This in
volves investing in training programs that equip employees with the 
necessary skills to utilize digital tools effectively and encouraging cross- 
functional teams to work together seamlessly. AI, in its current state, is 
becoming an efficacious tool in this transition (Hermann and Puntoni, 
2024). Generative AI can be an effective tool in integrating skill-building 
and decision support for novice data analytics users. In fact, the ano
nymized and depersonalized nature of the generative AI conversation 
would alleviate technology adoption obstacles such as learning anxiety 
and feelings of low efficacy that many studies caution about (Iyer and 
Bright, 2024; Dwivedi et al., 2019).

In our Nested Adaptive Cycles (NAC) framework, there are two main 
directions that a change can flow. Imagine the small wheels spinning 
first, setting the larger wheels in motion. Think of specialists, those who 
know the nitty–gritty of their tasks, igniting the digital transformation 
journey. Picture the IT team revamping the customer onboarding pro
cess or the call center streamlining complaint management. These ini
tiatives, though focused and immediate, often lack the foresight of long- 
term planning. This is where bottom-up approaches shine, driving in
cremental yet impactful digital changes.

For instance, at a leading tech company, a bottom-up initiative saw 
the support team develop a new ticketing system that cut response times 
by 50 %. The project began with ground-level insights, leading to high 
employee engagement and motivation. However, the team had to secure 
senior management’s blessing, particularly when extra resources were 
needed, or when the change rippled across other departments. In top- 
tier organizations we’ve consulted, employees propose initiatives 
through well-documented processes, outlining customer problems and 
necessary inter-team dependencies. Senior management reviews these, 
consults with relevant teams, and provides constructive feedback and 
approval.

Contrast this with a top-down management style, where the larger 
wheels set the smaller ones in motion. Here, digital transformation 
projects start with managerial backing but might suffer from low 
employee involvement and practical challenges. Take, for instance, a 
retail giant switching to a new payment system. Senior leadership 
pushes the initiative, convinced of its strategic importance, and com
municates the vision to the employees. These employees, with their 
hands-on experience, critique and refine the execution plan. Motivation 
skyrockets when employees understand their role and the broader 
benefits. Managers should articulate how the transformation not only 
enhances customer experience but also enriches the employees’ work 
and career prospects. It’s crucial to adapt project specifics based on 
employee feedback to ensure success. See Table 1 for the benefits and 
drawbacks of top-down and bottom-up approaches.

In reality, organizations seldom use these approaches in isolation. A 
hybrid model, blending top-down and bottom-up strategies, harnesses 
the strategic vision of senior managers and the innovative, technical 
prowess of specialists. This synergy often results in a successful and 
sustainable digital transformation.

A recent meta-analysis of big data analytics shows that such social 
factors have a stronger impact on enhancing firm performance than 

technical components in digitalization (Oesterreich et al., 2022). The 
interaction between different gears/levels of the organization as depic
ted in NAC is akin to the Dynamic Capabilities Theory (DCT). In DCT, an 
organization’s success in changing environments depend on the 
robustness of their systems to sense, seize and transform relevant in
formation into innovation (Teece, 2007). Sensing and seizing steps are 
more readily imitable, making the transforming step the actual sustain
able competitive capability (Cadden et al., 2023). The foundational 
skills in transforming include knowledge integration, developing coor
dination skills, and establishing an innovative culture emphasizing 
psychological safety (Teece, 2007, Edmondson and Lei, 2014). All these 
require breaking down organizational silos as we discussed. Breaking 
down both decision making and data access silos in organizations can 
harness the full potential of digital transformation, driving innovation 
and enhancing customer experiences.

3.2. Solution 2: Clean rooms to overcome outside silos

A recently popular solution to walled garden issues are clean rooms: 
secure, privacy-focused environments designed for the safe sharing and 
analysis of data between organizations without compromising the 
confidentiality of the underlying information (Smolinsky, 2024). The 
clean room setup allows different parties to combine their datasets and 
perform joint analyses (such as audience overlaps) without actually 
sharing the raw data with each other. A key example is the Amazon 
Marketing Cloud (AMC) in retail media. The retail media landscape in 
2024 is complex and fast evolving, with the first day of Cannes Golden 
Lions seeing partnership announcements between Instart and YouTube, 
Omnicom and Amazon, and CVS pharmacy and The Trade Desk (Fig. 2). 
Recently, QuoVadis (n.d.) offered the Gravity Theory of Walled Garden 
to predict which and why hundreds of these walled gardens will trade 
data with each other through clean rooms.

Starting with the Supply of retailers, hundreds of retail media players 
have emerged after observing the success of Amazon, with tech pro
viders such as Flywheel and The Trade Desk leveraging data. As to De
mand, brand managers have been spooked by 3rd party cookie 
depreciation by Safari (default since 2016) and the four year year long 
saga of Google, who reversed its depreciation decision in July 2024. 
Many brands moved to first-party data with consumer opt-in consent to 
use their phone number of email into an identifier, of which e.g. Proctor 
& Gamble reportedly have over 1 billion. Next, streaming and connected 
TV (CTV) providers such as Netflix and Disney offer new advertising 
opportunities for the upper-funnel advertising, such as home screen 
takeovers and product placements. And while publishers such as the 
New York Times and Meta used to rely on third party cookies to connect 
advertisers with audiences, they are now operating their own walled 

Table 1 
Pros and Cons of Top-Down and Bottom-Up Approaches.

Top-Down Approach  

(Project Initiator: Senior Managers) Bottom-Up Approach (Project Initiator: 
Specialists, Knowledge Workers)

Pros: 
• Comprehensive knowledge and big- 

picture vision of project initiators
• Alignment with overall business 

strategy and vision
• Early determination of strategic 

objectives and goals

Pros: 
• Comprehensive knowledge and big- 

picture vision of project initiators
• Alignment with overall business 

strategy and vision
• Early determination of strategic 

objectives and goals
Cons: 
• Lack of flexibility
• Poor responsiveness to ground-level 

issues
• Higher implementation costs
• Potential for low employee 

participation and motivation
• Employees may feel undervalued

Cons: 
• May lack long-term vision
• Difficulty in seeing all factors affecting 

the problem or company’s performance
• Requires strong managerial support
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gardens. Enter the center players with clean rooms, such as Amazon 
Marketing Cloud and LiveRamp, where advertisers can integrate data 
sources.

Which of these players have incentives to trade data? In contrast to 
physical assets, data has increasing marginal utility; i.e. its value in
creases when more bits of information are connected (Burnham 2007). 
Hence, we except to see more collaboration interest among business that 
offer complementary assets. In January, LiveRamp acquired Habu for 
$200 M to accelerate data collaboration with enhanced clean room 
technology (Howe 2024), describing the combination as 

“A first-of-its-kind, unified view allows customers to measure campaigns 
across all programmatic channels and walled gardens, including Amazon, 
Google, and Facebook, all from one place. Simplify partnerships with all 
media platforms and access new partners across media networks and all 
major MVPDs, CTV platforms, and TV programmers, including household 
names such as the Albertsons Media Collective.”

Or as Rich Ashton (2024), Managing Partner at First Party Capital, 
put it: 

“This transaction, completed at a multiple of 11x forward revenues, 
highlights the immense strategic value that first party data and 
privacy-preserving tech solutions can bring to incumbent adtech 
players that need to innovate away from their reliance on cookies, as 
marketers lose more and more signal.”

Beyond these unified data though, managers need to evaluate the 

usefulness of the generated insights for business. With the majority of 
current retail media spent on lower-funnel actions (the equivalent of 
retail display for consumers already going through the aisle), retail 
media growth is coming from upper-funnel actions to induce prospective 
customer awareness and consideration (Srinivasan et al. 2009). For over 
122,000 brands and product category combinations, Qin et al (2024)
leverage weekly data from Amazon Brand Index which automatically 
and regularly measures Amazon shoppers’ brand awareness, consider
ation and purchases and test how they change with ad and retail actions. 
They find that new product launches and upper-funnel advertising 
products are particularly effective for brands of low level of consider
ation, while those brands have yet to fully take advantage of these op
portunities. Medium and large brands benefit most from lower-funnel 
advertising. As to funnel stages, all three metrics benefit from number of 
new reviews, % discount, negative keyword and geo reach campaigns. 
Furthermore, they all improve with high-traffic shopping events such as 
Prime Day and Thanksgiving in the United States of America.

Business analytics on these integrated data allows us to capture 
channel overlap, and whether it is wasteful duplication or helpful synergy. 
Synergy (positive interaction sign) implies the customer should be 
reached in the same period through different channels, while a negative 
interaction sign implies cannibalization (one channel suffices) or even 
supersaturation, with customers becoming annoyed with ads. We 
observed such supersaturation for TV ads: after an extensive mass media 
campaign, consumers expressed anger when even their favorite content 
was ’hijacked’ by elaborate product placement. In contrast, scheduling 

Fig. 2. Gravity Theory of Walled Garden Data Trades.
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product placement first allowed a new product or brand to gain famil
iarity, after which an ad campaign allowed businesses to give more 
specific information to considering consumers. This example shows how 
important timing is in synergy: most attribution models only follow the 
consumer journey for a limited time (eg 2 weeks in Amazon ads, Qin and 
Pauwels 2023). Moreover, classic marketing mix models only consider 
same-period synergy, often by multiplying spending on the marketing 
actions in that period. In contrast, we have consistently demonstrated 
the prominence of dynamic synergy, in which exposure to an upper 
funnel ad makes consumers more likely to respond to a lower funnel ad.

3.3. Solution 3: Customer choice in privacy by design

As Rich Ashton indicated with ’privacy-preserving tech’, these 
business solutions only work to the extent they obtain the (increasingly 
explicit) consent of (prospective) customers. Our proposed solution is 
customer choice in privacy by design, which means that businesses give 
consumers a real choice in how their data is being collected and used.

Research is needed to go beyond asking customers and show how 
they respond to tradeoffs in real-life situations. First, we see natural 
trade-offs between a customer’s acceptance of personalization and the 
degree of their privacy concerns and sense of control over their data 
(White et al. 2008, Tucker 2014, Ghose 2017). The initial phase of 
omnichannel marketing concentrated on integrating fragmented con
sumer data (Neumann et al. 2019). The next phase of technological 
advancements in omnichannel marketing may shift towards empower
ing consumers with control over how their data is consolidated by firms.

The recent explosion of generative Artificial Intelligence (genAI) has 
brought privacy and control concerns to the top of the legislative and 
business agenda. Can employees use commercially popular platforms 
such as ChatGPT if it reveals sensitive information to the platform pro
vider (OpenAI)? How do customer trade off the benefits with the privacy 
risks? To what extent does the genAI user feel ownership of the output, 
based on their prompts and question follow-up, but generated by an 
algorithm owned by another business?

In a cross-continental project, we leverage conjoint analysis to 
investigate how people trade off privacy for convenience under different 
privacy regulation scenarios. It is crucial to understand this complex 
relationship to help regulators develop effective regulations that balance 
privacy and convenience while facilitating technological innovation. 
The tradeoffs typically involve “privacy calculus”, where people eval
uate both benefits and risks associated with sharing their data with 
companies, along with ethical considerations that may affect the 
perceived benefits and risks under different privacy regulation 
scenarios.

Last but not least, we highlight that these seemingly separate chal
lenges and solutions are interrelated. For one, overcoming organiza
tional silos (challenge 1) is necessary to obtain a 360-degree view of user 
activity (challenge 2). Likewise, this 360-degree view has limited value 
if consumers continue to oppose tracking their data with high precision 
(challenge 3). Thus, while the three solutions have independent value in 
themselves, their impact increases even further upon solving the other 
(and related) problems.

4. Research questions

As the above challenges and proposed solutions demonstrate, there is 
so much we don’t know yet − which ensures big data analytics in 
omnichannel remains an exciting research topic! We offer the following 
research questions to get started: 

1. Impact of Organizational Silos on Data, Analytics and Insights
• How do organizational silos affect the ability of businesses to 

leverage big data analytics for omnichannel marketing?
• What strategies can be implemented to break down these silos and 

enhance data-driven decision-making across the business?

2. Usefulness of Clean Rooms and Retail Media:
• How should clean rooms be designed and managed?
• Which market players should be incentivized to share data in clean 

rooms?
• How does retail media impact customer behavior across different 

stages of the customer journey?
• What are the comparative effects of upper-funnel, mid-funnel, and 

bottom-funnel retail media strategies on brand awareness, consid
eration, and purchase decisions?

3. Data Integration and Consumer Privacy:
• What are the most effective methods for integrating consumer data 

from multiple channels while ensuring privacy and compliance with 
regulations?

• How do consumers perceive the trade-off between personalized 
marketing and data privacy in an omnichannel environment?

• Does the negative customer attitude towards decisions by predictive 
algorithms (Hermann and Puntoni 2024) also apply to generative 
algorithms?

4. Attribution: multitouch (MTA), experiments and marketing mix 
modeling (MMM)

• What is the best purpose for multi-touch attribution (MTA) models 
versus MMM and field experiments in the shape of randomized 
controlled trials (RCT)?

• How should the attribution results of different models be 
triangulated?

• What are the challenges and limitations of attribution in a mixed 
media environment (online and offline channels)?

5. Consumer Tracking and Privacy Concerns:
• What are the primary consumer concerns regarding data tracking 

across different digital and non-digital touchpoints?
• Which consumer segments in privacy calculus are substantial enough 

to justify privacy-by-design choices business can offer?
• How do consumer preferences for privacy and personalization vary 

across different demographic groups and regions?
• How do privacy regulations (e.g., GDPR, CCPA) impact the ability of 

business to track and analyze consumer behavior in an omnichannel 
context?

5. The future of big data analytics

Looking beyond these research questions, we see several exciting 
avenues for the future of big data analytics.

First, the incorporation of both offline and online touchpoints allows 
the business a more holistic picture of its (prospective) customers. 
Different channels are converging because they are expanding to include 
other channel’s traditional strengths. While social media is adding easy 
purchase options, retail media is moving offline and leveraging influ
encer marketing. These developments provide additional data and 
require analytics to examine synergies (e.g. prospects are more likely to 
buy when reached in different channels) versus annoyances (e.g. pros
pects do not like to be followed around the internet let alone also in 
offline retail).

Second, triangulation of methods is coming within reach as the holy 
grail of attribution. Businesses used to rely on multi-touch attribution, 
but the limitations of this method have become apparent in recent years, 
with both the accuracy and the legitimacy of third party cookies 
declining. Instead, marketing-mix modeling (MMM) is enjoying a 
revival as a privacy-safe and full funnel solution to quantifying which 
channels and campaigns drove sales, and recommending price, mar
keting budget size and allocation. Importantly, MMM uses time as the 
counterfactual, calculating sales lift as incremental sales above the 
baseline of times when a marketing action did not occur (controlling for 
all other variables in the model). In contrast, randomized control trials 
(RCTs) are experiments that use consumers as the counterfactual, 
calculating sales lift as the purchase difference between consumers 
exposed vs not exposed to the ad. More recently, geo-experiments have 
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become popular, where all consumers in a delineated geography (e.g. a 
ZIP-code) are exposed while those in similar geographies are not. This 
approach combines the privacy benefits of MMM with the cross- 
sectional counterfactual of experiments, and thus holds plenty of 
promise for triangulating the − often very different- results of the 
different attribution methods.

Third, the relevance and rigor of business analytics has been 
expanded to include responsibility (Chintagunta 2024). As the panelists 
of the 2024 Marketing Analytics Symposium Sydney (MASS) discussed, 
business leaders went from constantly checking their stock price (and 
thus monetary compensation) to examining interactions with all key 
stakeholders. For one, while Environmental and Social investments on 
average decrease business evaluation by institutional investors, they 
increase business evaluation by customers (Malshe et al 2023). For 
another, increasing ethnic diversity in business communication only 
increases business prospects in certain conditions (Overgoor et al. 
2023). While original ’responsible business research’ looked for and 
identified win–win scenarios (doing well by doing right), current find
ings are more nuanced, helping managers understand the tradeoffs of 
their actions on behalf of the business.

Last but certainly not least, automation of big data analytics has 
entered a new, AI-led phase. One startup, MMM labs, offers an auto- 
MMM, which automatically verifies data quality, runs a range of 
reasonable models, provides the decision maker with scenarios and of
fers genAI-generated business implementation. For instance, if the 
model shows a higher effectiveness for an underused channel (e.g. retail 
media’s upper funnel products), it also suggests budget allocation, 
specific messages and as execution for that channel. The human decision 
maker can and should still verify these suggestions, but can truly take a 
management-by-exception approach.

In conclusion, let’s move big data analytics beyond silos. These silos 
relate to channels (e.g. social media and retail media), business disci
plines and organizational departments, and competitive interests of 
walled gardens. Moreover, customer privacy is essential in big data 
analytics. We propose to (1) democratize digital transformation in your 
business, (2) organize data i clean rooms to collaborate with competing 
walled gardens, and (3) design customer choice in privacy. Doing so, 
managers can improve insights actionability within robust frameworks 
of within-business leadership, cross-business data trade and customer 
privacy.
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